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HAProxy Simple
Configuration for local

webserver

Parameters for this setup

Local webserver is on ip address 192.168.1.200 and uses port 80

Step 1: Define a Real server

e Name: anything you like to recognize the webserver

e I[P address: The IP address of the internal webserver e.g. 192.168.1.200
e Port: 80

e SSL: disable



Edit Server

(D) advanced mode
@ Enabled

© Name or Prefix

 Description

O Type

~ Static Server

© FQDN or IP

~ Common Options

O Port

 Mode

0 ssL

€ S5SNI

 Verify 55L Certificate

€ SSL Verify CA

ffuitleggen

static

| 192.168.1.200)

80

active [default)

0O

O

Type CAname or choose from list.

© Clear all @ select All

full help D

1. Define a Virtual service->Backend Pool
e Name: anything you like

e Servers: The server you defined in the step 1 (remember to press TAB after

entering server name)
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Edit Backend Pool

() advanced mode
© Enabled

O Name ffuitlleggen

€ Description

@ Mode HTTP (Layer 7) [default]

© Balancing Algorithm Source-IP Hash [default]

O servers ‘ ffuitleggen

O Clearall ffc-:::}' EPaste @Te;(r.

O FastCGl Application None

O Resolver Options ‘

O Clearall ffCo:}' EPaste @Te;(r_

@ Enable Health Checking
~ Health Checking

O Health Monitor

Mone
© Log Status Changes a
€ E-Mail Alert None
v HTTP(S) settings
@ Enable HTTP/2
O HTTP/2 without TLS a

O Advertise Protocols (ALPN) ‘ HTTE/2 HTTR/LL

€ Clear All ffCD:y EPaste @Text

@ Forwarded header (RFC7239) [

O Forwarded header ‘

parameters
~m o L A = W - Y

Cancel

full help 2

Save
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Edit Backend Pool
O X-Forwarded-For header
~ Persistence

 Persistence type

v Stick-table persistence

@ Table type

@ stored data types

O Cookie name

O cookie length

~ Basic Authentication

O Enable

O Allowed Users

0 Allowed Groups

~ Tuning Options

O Retries

~ Rules

 Select Rules

~ Error Messages

€ Select Error Messages

Stick-table persistence [default]

Source-IP [default]

Nothing selected

O cClearal @ select All

O

Type username or choose from list.

@ Clearan @ Select All

Type group or choose from list.

@ Clearan @ Select All

© clear Al fcopy yPaste [EText

Choose error messages.

© Clear Al @ select Al

Step 2: Define a condition:

o Name: anything you like
o Condition: Host contains or you can use any other condition to match like Host

matches and use the full url.
o Host string = Anything to recognize the URL or the full url in case of host

matches.
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Edit Condition

full help 2
O Name ffuitleggen

 Description

~ Condition

© Condition type Host contains -

€ Negate condition a

6 Case-sensitive a
v Parameters

O Host Contains ffuitleggen

Step 3: Define a rule

e Name: anything you like

e Select Conditions: Select the webserver from the dropdown menu

e Under HAProxy function > Execute function: Use specified Backend Pool
e Use backend pool: Select the backend Pool from the drop down menu
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Edit Rule

full help 2

O Name ffuitleggen
 Description
~ Optional condition
2R IF [default] -
6 Select conditions fuitleggen -

© Clear Al @ Select Al
€ Logical operator for AND [default] -
conditions
~ HAProxy function
© Execute function Use specified Backend Pool -
v~ Parameters
6 Use backend pool Fuitlleggen .

Step 4: Define a Virtual Service

Under Public Service:

e Name: anything you like

Listen addresses: 0.0.0.0:443 (TAB)

Enable SSL offloading: Checked

Default backend pool: Select from dropdown menu (TAB)
Certificate: your Let's Encrypt certificate

Under Advanced settings:

o Select rules: The rule you made earlier
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Edit Public Service

() advanced mode
@ Enabled

@ Name

€ Description

O Listen Addresses

O Type

© Default Backend Pool

O Enable ssL offloading
~ SSL Offloading

O Certificates

© Default certificate

© Enable Advanced settings

v Client Certificate Auth

O Enable

O Verification

O Certificate Authorities

O Certificate Revocation Lists

v HTTP(S) settings

O Enable HTTP/2

R UTTDM wiithant TIC

ffuitleggen

full help 2

0.0.0.0:443

O Clear Al ffCo:}' EPaste @Texr_

HTTP /HTTPS (S5L offloading) [default]

ffuitlleggen

* ffuitleggen.nl (ACME Client)

O Clear Al ffCo:}' EPa:te @Texr_
None

O

O

required

Type CAname or choose from list.

© Clear sl @ Select Al

Type CRL name or choose from list.

© Clearan @ select Al

Cancel Save
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Edit Public Service

© Advertise Protocols (ALPN) HTTP/2 HTTE/L1

© Clear all f&l[cpy EDa:te @Tc—xt

@ X-Forwarded-For a
(DEPRECATED)

~ Basic Authentication
© Enable O

O Allowed Users Type username or choose from list. -

O Clearall @ Select All

O Allowed Groups Type group or choose from list. -

© Clear Al @ Select All
~ Tuning Options

O Maximum Connections

~ Logging Options
@ Detailed Logging a
~ Stickiness table

@ Table type None .

O stored data types Mothing selected -

O clearall @ selectal

~ Advanced settings

~ Rules

O Select Rules ffuitleggen

€ Clear All If?_'ltop'_-,f EJa:tr: EITEKL

~ Error Messages

DS e T T Choose error messages. -

Cancel Save
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Adguard Home
communications error to
127.0.0.1#53: connection
refused

When you cannot update OPNsense and you see an error in a SSH session when you try to run:

root @PNsense: ~ # dig @27.0.0.1 -p 53 googl e.com

dig @127.0.0.1 -p 53 google.com
You probably have a wrong binding in the Adguard config file.

To solve this issue:

nano AdGuardhome.yaml

cd /usr/local/AdGuardHome

Change the bind (from a local ip address) to:

dns:
bind_hosts:
- 0.0.0.0

Then restart Adguard Home



Disable IPv6 in OPNSense

Set IPv6 on all interfaces on ' None' and also remove the ' Allow IPv6' vinkje.

K] O Lobby
:| |a  Reporting

£ system

bt i Interfaces

X [LAN]
WAN
Qj [WAN]
[WAN_IPTV]
a
Assignments
3%| Overview

E;I Settings
Neighbors

5] g
virtual IPs

Wireless
EE| Point-to-Point
E] Other Types
3 Diagnostics
# Firewall
E] @ VPN
E] £ Services
u:| & Power
EZ| & Help

LI S

HoH 0K B

Interfaces: Settings

The changes have been applied successfully.

Network Interfaces
© Hardware CRC
© Hardware TS50
@ Hardware LRO

€ VLAN Hardware Filtering

© ARP Handling

6 Allow IPv6

IPv6 DHCP
6 Prevent release

0 Log level

© DHCP Unique Identifier

Disable hardware checksum offload
Disable hardware TCP segmentation offload

Disable hardware large receive offload
Disable VLAM Hardware Filtering

Osu ppress ARP messages

Callow IPve

O

Standard

Insert the existing DUID
Insert a new LLT DUID
Inserta new LL DUID
Insert a new UUID DUID
Insert a new EN DUID
Clear the existing DUID

Save

This will take effect after you reboot the machine or reconfigure each interface.

Remove also the ' Allow IPv6' rule in de firewall rules:
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e home.arpa

O Lobby )
- Firewall: Rules: LAN Select category - ®lnspect
‘ BB system
aha Interfaces The changes have been applied successfully.
‘ & Firewall
Aliases = O Protocol Source Port Destination Port Gateway Schedule & Description @ €« o0 = 0
Automation o (=] Automatically generated rules (]
Categories A4 [m] ) 1Pv4 IGMP LAN net . 224.0.0.0/8 o 3 G LAN INBGUND IGMP, incl. allow options « # DB
Groups B (] -5 @ 1Pvd * LAN net - 213.75.112.0/21 N - - IPTV. ¢« s DO
h = [m] ] P4 * LAN et * . N . . Default allow LAN to any rule ¢« s DO
Rules
pass % block O reject O log — in first match
(l=ting P pass (disabled) X block (disabled) ©  reject (disabled) O  log(disabled) ~ out ¥ lastmatch
12 [ Active/Inactive Schedule (click to view/edit)
e Alias (click to view/edit)
e LAN rules are evaluated on a first-match basis by default (i.e. the action of the first rule to match a packet will be executed). This means that if you use block rules, you will have to pay attention to the rule order. Everything
WAN_IPTV that is not explicitly passed is blocked by default.
Shaper Y
Settings -4
LogFiles @
Diagnostics a
Q@ vPN
& Services
% Power

@ Help
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How to enable the HAProxy
statistics page in OPNsense

Step 1: Edit Global Settings

In the left-hand menu, go to Services , select HAPproxy and then and then Settings.

o Under the Settings tab, locate the Global Parameters
o Enable ' Advanced Mode' on the top left of the page
o Add or modify the following configuration line in the “Custom Options” field (on the

bottom of the picture):

stats socket /var/run/haproxy.socket group proxy mode 775 level admin

This enables a UNIX socket for administrative purposes.



~ Global Parameters

© Run as root

© HAProxy threads

© Maximum connections

€ DNS prefer IP family

6 Verify S5L Server Certificates

@ Maximum SSL DH Size

© Buffer size

© Maximum RAM per LUA process

© Spread checks

€ Enable old bogus PROXY v2 implementation

€ Custom options

OPMsense (c) 2014-2025 Deciso BM.

O

Enable or disable HAProxy running as user root. Enabling this option is strongly
discouraged.

MOTE: Running as user root could be a security issue but it may be required by some
features.

Humber of threads to create for each HAProxy process.

5000

Sets the maximum number of concurrent connections per HAProxy process.

MOTE: Consider raising the settings for kern.maxfiles and kermn.maxfilesperproc in
System: Settings: Tunables, otherwise HAProxy will fail to open the specified number
of connections.

IPv4 -

This option allows to choose which |P family is preferred when resolving DMS names.
This is useful when IPvo or IPv4 is not available. It solves a commaon issue with OCSP

updates.

no preference [default] -

This enforces a certain behavior for S5L verify on servers, ignoring per-server settings.
If set to "enforce verify!, server certificates are verified. If set to 'disable verify’, server
certificates are not verified. The default is "'no preference’ to only use per-server

configurations and not enforce a global default for all servers.

4096

Sets the maximum size of the Diffie-Hellman parameters used for generating the
ephemeraljtemporary Diffie-Hellman key in case of DHE key exchange (default is
1024).

MOTE: Higher values will increase the CPU load. For more infermation about the
“tune.ssl.default-dh-param” option please see the HAProxy Documentation.

16384

Change the buffer size (in bytes). Lower values allow more sessions to coexist in the
same amount of RAM, and higher values allow some applications with very large
cookies to work. The default value is 16384,

MOTE: It is strongly recommended not to change this from the default value, as very
low values will break some services such as statistics, and walues larger than default
size will increase memory usage, possibly causing the system to run out of memory.

Sets the maximum amount of RAM in megabytes per process usable by Lua. By default
it is zero which means unlimited. It is important to set a limit to ensure thatabugina

script will not result in the system running out of memary.

Add some randomness in the check interval between 0 and +/- 50%. A value between 2

and 5 seems to show good results. The default value is 0 (disabled).

O

A bugin the PROXY protocol v2 implementation was present in HAProxy up to version

2.1. Enabling this option reverts this old buggy behaviour.

stats socket fwvar/run/haproxy.socket group proxy mo...
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Step 2: Configure Statistics in Frontend Settings

o Go to Virtual Servers in the Top menu
o Click the + sign and add a new Public Service: 'StatsFrontend'
o In this frontend, configure it as follows:
o Set Name: StatsFrontend
Set Listen Adressess: set to local IP address of OPNsense (e.g. 192.168.2.1)
with the default port 8822
Set Type to default HTTP/HTTPS (SSL offloading) [default]
Scroll all the way down to “Advanced Settings”, add these lines in the “
Option Pass-through” field:

o

o

o

o stats enable
stats uri /haproxy?stats
stats realm Haproxy\ Statistics

stats auth admin:password123

Replace admin with your desired username and password with a strong
password.
o Click on “Save” and then apply changes by clicking on “Apply”.



@ HTTP error rate period

€ Bytes in rate period

6 Bytes out rate period

~ Advanced settings

6 option pass-through

~ Rules

© select Rules

The length of the period over which the average is measured. It
reports the average HTTP request rate over that period, in requests
per period. Defaults te milliseconds. Optionally the unit may be

specified as either "d", "h", "m", "s", "ms" or "us"

10s

The length of the period over which the average is measured. It
reports the average HTTP request error rate over that period, in
requests per period. Defaults to milliseconds. Optionally the unit may

be specified as either "d", "h", "m", "s", "ms" or "us".

Im

The length of the period over which the average is measured. It
reports the average incoming bytes rate over that period, in bytes per
period. Defaults to milliseconds. Optionally the unit may be specified

as either "d", "h", "m", "s", "ms" or "us".

Im

The length of the period over which the average is measured. It
reports the average outgoing bytes rate over that period, in bytes per
period. Defaults to milliseconds. Optionally the unit may be specified

as either "d", "h", "m", "s™, "ms" or "us".

stats enable

stats uri /haproxy?stats

stats realm Haproxy' Statistics
stats w;b\admin:passworﬂ

These lines will be added to the HAProxy frontend

configuration.

© Clear All fElC-:npy EJa:IE EITEKL

Step 3: Configure Firewall Rules

1. Allow Access to the Statistics Port:
e Navigate to Firewall > Rules > LAN
e Create a new rule with these parameters:

Action: Pass
Protocol: TCP

o

o

o

o

o

o

o

Destination: This Firewall

Destination Port Range: Other and the 8822
Description: Access the Statistics page
Leave everything else to the default values
Save the rule and click on “Apply Changes”.

Cancel


https://ffuitleggen.nl/uploads/images/gallery/2025-01/QUTpg6c6u5extGPi-afbeelding.png

Firewall: Rules: LAN

Edit Firewall rule full help

O Action Pass .

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender, whereas with block the
packet is dropped silently. In either case, the original packet is discarded.

@ Disabled [ pisable this rule

Set this option to disable this rule without removing it from the list.

A Quick [ Apply the action immediately on match.

If a packet matches a rule specifying quick, then that rule is considered the last matching rule and the specified action is taken. When a rule does not have quick enabled,
the last matching rule wins.

@ interface LAN .

Choose on which interface packets must come in to match this rule.

@ Direction in .

Direction of the traffic. Traffic IN is coming into the firewall interface, while traffic OUT is going out of the firewall interface. In visual terms: [Source] -> IN -> [Firewall] -> OUT
-> [Destination]. The default policy is to filter inbound traffic, which means the policy applies to the interface on which the traffic is originally received by the firewall from
the source. This is more efficient from a traffic processing perspective. In most cases, the default policy will be the most appropriate.

O TCP/IP Version IPud -

Select the Internet Protocol version this rule applies to

@ Protocol TCP -
Cheose which IP protocol this rule should match.
Hint: in most cases, you should specify TCP here.
@ source [ Invert [J use this optien to invert the sense of the match.
O Source any -
Source Advanced
Show source address and port range
@ Destination / Invert [[] Use this option to invert the sense of the match.

@ Destinatien

This Firewall -
@ Destination port range from: to:
(other) - (other) -
8822 8822

Specify the port or port range for the destination of the packet for this mapping.

OPMNsense (c) 2014-2025 Deciso BM.

Step 4: Test Access to the Statistics Page

1. Open a web browser from a device allowed by your firewall rules.
2. Enter the URL for accessing statistics, such as:

http://192.168.2.1:8822/haproxy?stats

Enter the username and password you configured earlier when prompted.

If everything is configured correctly, you should see HAProxy'’s statistics page displaying real-time
data about connections, backends, frontends, etc.
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HAProxy version 2.8.13-8eb4f8c, released 2024/12/12
Statistics Report for pid 64479

> General process information

active UP backup UP Display option:
it = 64479 (process #1, nbproc = 1, nbihread = £) active UP, going down | backup UR, gaing down « Scope:

uptime = 0d 0n0OM24s; wamings =0 . |
‘system limits: memmay = unlimited; ulinin = 10037 actie DOWN, going up [ backup DOWN, gaing up
o

« Hide DOWN' servers

‘maxsock = 10037, maxconn = 5000; reached = 0; maxpipes = 0 active or backup DOWN | [not checked + Refresh naw
current conns = 1 current pipes = 010 conn rate = O/sec; bi rate = 0.000 kbps active: or backup DOWN for maintenance (MAINT) . port
Running tasks: 0/23; idie = 100 % active or backup SOFT STOPPED for maintenance: « JSON export (schema)

Note: "NOLB'TDRAIN' = UP with load-balancing disabled.

Frontend [ [] - [ [ 5000 [ 0 [] [ 0 0 OPEN

Frontend [] 0 - 0 [ 5000 [] 0 0 ] 0 [ OPEN

Backend | 0] o] [ o] 0 | o | 500 [] a 7 o] ¢ 0| 0] | [] o of o] zmsup o [ o[ o ] [ of
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HowTo Restore a Google
Drive backup file in
OPNsense

A description on how to use Google Drive backup feature in OPNsense can be found here:

https://docs.opnsense.org/manual/how-tos/cloud backup.html

But this is a rather complicated process, so read carefully!

You probably already know that you need a P12 key to store the backup files on Google Drive. Why
is that?

The P12 key you created for use with Google Drive backups in OPNsense plays an important role
in the authentication process between OPNsense and Google’'s API. Here's exactly what the P12
key does during the backup and restore process:

1. What does the P12 key do?

The P12 key (a so-called PKCS#12 file) contains a private key that OPNsense uses to
cryptographically authenticate itself as a service account to Google. It is linked to a Google
Cloud service account that has access to your Google Drive.

In short:

1. Authentication
When creating a backup, OPNsense connects to the Google Drive API.

2. Signing a JWT (JSON Web Token)
OPNsense generates a specially formatted token (JWT) and signs it with the private key
from the P12 file.

3. Token exchange with Google
The signed JWT is sent to Google’s OAuth 2.0 token endpoint, and in return, OPNsense
receives an access token.

4. Access to Google Drive
With that access token, OPNsense can upload or download files from Google Drive on


https://docs.opnsense.org/manual/how-tos/cloud_backup.html

behalf of the service account.

Why is this necessary?

Unlike user-based authentication (which uses a browser and interactive OAuth consent), this is a
server-to-server authentication method. That's ideal because OPNsense needs to perform
automated backups without requiring manual login or user consent each time.

What happens during a restore?

During a restore:

1. OPNsense follows the same authentication process to access Google Drive.

2. It retrieves the list of XML backup files.

3. The user selects a file, and OPNsense downloads it via the API (authorized through the
same token process).

Important security note

e Treat the P12 file as a secret.
Anyone with access to this key — and who knows the associated service account — can
access your backup files.

e Make sure only OPNsense (and you as the administrator) have access to this file.

2. How to restore a backup from Google Drive when using
Linux?

With kio-Gdrive installed in Dolphin is not working because Google
blocks this

That's a known limitation of kio-gdrive in combination with Google’s stricter security policies.
Google now blocks applications that are not verified or have not gone through OAuth
validation, which applies to many open-source or locally installed apps like kio-gdrive.

Why does Google block kio-gdrive?

Google sees kio-gdrive as an "unverified app" requesting access to sensitive scopes (such as
full access to your Drive). Because of that, Google refuses to complete the OAuth flow.



Solutions

1. Use rclone instead of kio-gdrive (recommended)

As mentioned earlier, rclone is the most robust and Google-compliant way to access Google Drive
locally without running into OAuth issues. Rclone is recognized by Google, uses approved scopes,
and just works.

= Advantage: Stable and compatible with service accounts.

Installeren en instellen

Install rclone:

sudo apt install rclone

Configure rclone for Google Drive:

rclone config

Choose:

n to create a new remote configuration.

Enter a name, for example: gdrive .

Choose option 13 for Google Drive.

Leave Client ID and Client Secret blank (or enter the values from your Google Cloud
Console if you have them).

Select "service_account file" when prompted and provide the path to your .p12 or .json file.

¢4 2> Note: rcione works best with JSON service account keys rather
than P12.
If you only have a P12 key, you may first need to manually generate a
JSON key via the Google Cloud Console.
Because we use OPNsense, we have no choice but using a P12 key.

Verify your setup:

rclone Is gdrive:



Download a backup file:

rclone copy gdrive:opnsense-backups/config-2025-05-28.xml .

Upload the file via the OPNsense web interface:

Go to:
System — Configuration — Backups — Restore — Upload the .xml file.

2. Create your own Google API project (advanced)

If you really want to keep using kio-gdrive (not recommended), then you’ll need to:

Go to the Google Cloud Console.

Create a new project.

Enable the Google Drive API.

Create OAuth 2.0 client credentials.

Manually configure these credentials in kio-gdrive.

e wh e

= Google will still show a warning ("unverified app") and you’ll need to bypass it by clicking
“Advanced” - “Proceed to...".

A This is unstable and error-prone, especially if you use 2FA.

3. Download backups manually via your browser

This is the easiest method for occasional use: just log in to Google Drive via your browser and
download the XML backup file manually. Because | have no need for frequent accessing the backup
files | use this method and select the downloaded file under Restore:
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D Lobby
l& Reporting
= System
Access
Auto Recovery
Configuration
Backups
Defaults
History
Firmware
Gateways

High Availability

Routes
Settings
Snapshots
Trust
Wizard
Log Files
Diagnostics

& Interfaces

® Firewall

& VPN

& Services

¥ Power

® Help

14

Download

Enter the number of older configurations to keep in the local backup cache.

Be aware of how much space is consumed by backups before adjusting this value. Cur

Do not backup RRD data.
|| Encrypt this configuration file.

Download configuration

Click this button to download the system configuration in XML format.

Restore

Restore areas:

N

-----

Geen bestand geselecteerd. 4

Reboot after a successful restore

import.

Flush (full) local configuration history.

{7 Configuration file is encrypted.

Restore configuration

Open a configuration XML file and click the button below to restore the configuration.

You don't need the P12 key to restore, because it is already known in OPNsense.
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Run frequent Speedtest In

OPNsense

To be able to use the Speedtest plugin, you need to install the Mimugmail repository:

https://github.com/mimugmail/opn-repo

Then go to System>Firmware>Plugins and install the 'os-speedtest-community' plugin in

OPNsense.

) opNsense <

0 Lobby
| Reporting
= System
Access
Auto Recovery
Configuration
Firmware
Status
Settings
Changelog
Updates
Plugins
Packages
Reporter
LogFile
Gateways
High Availability
Routes
Settings
Snapshots
Trust
Wizard
Log Files

Diagnostics

L Interfaces

B Y J K

H# QA

@ N# D&

(4]

System: Firmware

Status Settings Changelog Updates Plugins ‘ Packages

root@OPNsense.home.lan @ Q

Name

os-acme-client (installed)

os-adguardhome-maxit (installed)

os-auto-recovery-community (installed)

os-chrony (installed)

os-cpu-microcode-intel (installed)

os-crowdsec (installed)

os-dnscrypt-proxy (installed)

os-intrusion-detection-content-et-open

(installed)

os-nginx (i

b

+ 0

os-speedtest-community (misconfigured)

talled)

os-apcupsd
os-beats
os-bind

os-c-icap

£

Version
4.9
115
1.0
152
11
1.0.9
1152

1.02_2

1.0

1331

18

Size Tier Repository
T89KIB 3 OPNsense
29.3MiB N/A mimugmail
23.5KiB N/A mimugmail
20.5KiB 3 OPNsense
5088 2 OPNsense
616KiB 3 OPNsense
85.2KiB 3 OPNsense
6.92KiB 3 OPNsense
945KiB 3 OPNsense
42.5KiB 3 mimugmail
40.9KiB 3 OPNsense
6LTKB 3 OPNsense
316KB 3 OPNsense
I55KiB 3 OPNsense
50.1KiB 3 OPNsense

Comment

ACME Client

AdGuardHome

A configuration rollback feature for OPNsense
Chrony time synchronisation

Intel CPU microcode updates

Lightweight and collaborative security engine
Flexible DNS proxy supporting DNSCrypt and DoH

IDS Proofpoint full ET open ruleset complementary subset for ET Pro Telemetry
edition

Nginx HTTP server and reverse proxy

Speedtest

Agent for the open source security platform Wazuh
APCUPSD - APC UPS daemon

Send logs, network, metrics and heartbeat to Elasticsearch
BIND domain name service

c-icap connects the web proxy with a virus scanner

Yes, there is a "misconfigured" notice, but everything will work fine :-)

In OPNsense "Reporting > Speedtest”, locate desired server and make note of server ID, (the

numbers between the brackets in "(#####) Server Name")

go to "System > Settings > Cron" create/edit the speedtest entry.

Set "Command" field to "Run speedtest [serverid]"

+ + + + @

Set "Parameters" field to "#####" you dont need to append with "--server"... literally... just the

numbers.


https://github.com/mimugmail/opn-repo
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c. OPNsense’ < root@OPNsense.home.lan @ Q

Securing natworks mods sosy

Edit job

full help @
@ enabled
© Minutes

@ Hours

© Day of the month
O Months

© Days of the week
@ Command Run speedtest [serverid]

© Parameters "52365"

@ Description Speedtest Odido Amsterdam (52365)

Under Reporting>Speedtest you can find the results. Just click on the little "show log" switch.

< root@OPNsense.home.lan @ Q
O Lobby .
D e Reporting: Speedtest
Health >
- .. help &
Insight i Statistics -
NetFlow B
Speedtest probes: 114
Speedtest (C )
o Average Download speed: 871.15 Mbps (min: 565.44 Mbps, max: 941.42 Mbps)
Settings
& Average Upload speed: 654.93 Mbps (min: 193.39 Mbps, max: 340.66 Mbps)
Traffic (=2
Average Latency: 4.4 ms (min: 1.04 ms, max: 11.13 ms)
Unbound DNS Lout
= System Run speedtest

&h Interfaces

o ‘ (52365) Odido, Amsterdam - | run speedtest
Firewall

Speedtest by Ockla 1.2.0.84 (eabb6773cf) FreeBSD 14.2-RELEASE-p3 amd64

S ven i show log

B Services

.

ower

Timestamp (GMT) Serverid Server name Download Upload Latency

® Help
2025-05-30T09:00:31 52365 Odido, Amsterdam 825.26 72142 3.40
2025-05-29723:00:34 52365 Odido, Amsterdam 835.38 940.66 4.49
2025-05-29T09:00:36 52365 Odido, Amsterdam 908.78 939.39 129
2025-05-28723:00:29 52365 Odido, Amsterdam 835.25 719.83 3.49
2025-05-28709:00:25 52365 Odido, Amsterdam 863.61 429.96 3.59

Support Gert

ko-fi.com/T6T8IFQBZ1
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Voorgestelde waarden voor
Advanced tab in Unbound

‘ Screenshots staan onderaan deze post.

Basisinstellingen voor privacy en
veiligheid:

1. Hide Identity:

e Aan: Verbergt de identiteit van de Unbound-server (zoals het feit dat je Unbound

gebruikt) in DNS-responses. Dit is handig voor privacy.
2. Hide Version:

e Aan: Verbergt de versie van Unbound die wordt gebruikt in de DNS-responses. Dit

voorkomt dat een aanvaller de versie van je server kan achterhalen.
3. Prefetch DNS Key Support:

e Aan: Verbetert de prestaties van DNSSEC-queries door vooraf de sleutels van de

domeinen in te laden, wat de latentie kan verminderen.
4. Harden DNSSEC Data:

e Aan: Zorgt ervoor dat DNSSEC-resolutie strikt wordt gehandhaafd. Dit betekent dat
alle DNSSEC-handtekeningen strikt worden gecontroleerd, wat de veiligheid
verhoogt.

5. Aggressive NSEC:

e Aan: Verhoogt de veiligheid door gebruik te maken van de agressieve NSEC-
beveiliging, wat voorkomt dat er onterechte 'NXDOMAIN' antwoorden worden
gegeven voor niet-bestaande domeinen.

6. Strict QNAME Minimisation:

e Aan: Minimaliseert de hoeveelheid informatie die Unbound naar upstream DNS-
servers stuurt, wat kan helpen om je privacy te beschermen en gegevenslekken te
verminderen.

7. Rebind protection networks:

e Aan: Activeer dit om rebind-aanvallen te voorkomen, waarbij een aanvaller je DNS-

resolver probeert te misleiden door interne IP-adressen te maskeren.

Prestatiesettings:



8. Outgoing TCP Buffers:

e Standaardinstellingen zijn vaak prima, maar je kunt het verhogen als je een snelle
verbinding hebt met veel gelijktijdige queries. Dit kan helpen bij het omgaan met
grotere verzoeken via TCP.

9. Incoming TCP Buffers:

e Eveneens kun je de standaardinstellingen gebruiken, maar bij hoge verkeersvolumes

kan het verhogen van de bufferwaarde helpen om betere prestaties te bereiken.
10. Number of queries per thread:

e 2 tot 4 is een goede instelling voor de meeste omgevingen, afhankelijk van de

belasting. Verhoog dit als je veel queries verwerkt.
11. Outgoing Range:

e Standaard is 10-20 prima. Verhoog dit om grotere hoeveelheden gelijktijdige

uitgaande verzoeken te verwerken.
12. Jostle Timeout en Discard Timeout:

e Deze zijn goed ingesteld op default, maar als je last hebt van time-outs bij het

resolven van verzoeken, kun je experimenteren met langere time-outs.

Cachinginstellingen:

13. Message Cache Size:

e Dit kan verhoogd worden voor grotere netwerken (bijv. 50-100 MB), afhankelijk van

de hoeveelheid DNS-verkeer die je genereert.
14. RRset Cache Size:

e Vergroot deze als je veel verzoeken hebt naar dezelfde domeinen.
Standaardwaarden zijn vaak voldoende, maar grotere netwerken kunnen baat
hebben bij een grotere cache.

15. Maximum TTL for RRsets and messages:

e Maximaal 86400 (1 dag) is een gangbare instelling voor de TTL. Dit bepaalt hoe
lang records worden bewaard. Dit kan de prestaties verbeteren, maar verhoogt het
risico van verouderde informatie.

16. Minimum TTL for RRsets and messages:

e Standaardinstelling van 0 is prima, tenzij je wilt forceren dat bepaalde records

voor een minimumtijd worden bewaard.
17. TTL for Host Cache entries:

e Dit moet niet te hoog ingesteld worden. 900 seconden (15 minuten) is een
gangbare waarde, wat een goede balans biedt tussen prestaties en actualiteit van
gegevens.

18. Keep probing down hosts:

e Uit is vaak goed, tenzij je wilt dat Unbound blijft proberen om onbereikbare hosts te

bereiken, wat de prestaties kan beinvloeden.
19. Number of Hosts to cache:



e Een hogere waarde, zoals 1000, kan nuttig zijn voor grotere netwerken. Dit bepaalt
hoeveel hostnamen in het cachegeheugen worden bewaard.

Logginginstellingen:

20. Log Queries:
o Uit voor minder logverkeer en meer privacy, tenzij je specifieke diagnostiek nodig
hebt.
21. Log Replies:
e Uit is meestal voldoende om de belasting op je logs laag te houden.
22. Tag Queries and Replies:
e Uit voor betere prestaties, tenzij je een gedetailleerde audit nodig hebt.
23. Log local actions:
e Aan kan handig zijn voor probleemoplossing, maar dit kan leiden tot veel
logverkeer.
24. Log SERVFAIL:
e Aan kan nuttig zijn voor diagnostiek van problemen, maar zet het uit voor meer
geoptimaliseerde prestaties.

Diverse instellingen:

25. Serve Expired Settings:
e Aan: Verbetert de beschikbaarheid van gegevens door verlopen gegevens toch te
serveren als tijdelijke oplossing (bijvoorbeeld als de upstream DNS niet reageert).
26. Serve Expired Responses:
e Aan zorgt ervoor dat verouderde gegevens toch kunnen worden bediend, maar dit
kan veiligheidsrisico's inhouden als je vertrouwt op de validiteit van de gegevens.
27. Extended Statistics:
e Aan voor gedetailleerdere statistieken, maar dit verhoogt de belasting op de server.
28. Log Level Verbosity:
e 2 of 3 voor gedetailleerde logs. Je kunt dit verhogen naar 4 als je gedetailleerde
foutopsporingsinformatie nodig hebt.
29. Log validation level.:
e Minimaal of Fouten voor minder logverkeer, tenzij je actief DNSSEC-
validatieproblemen onderzoekt.

Aanbevolen instellingen
(samenvatting):



Privacy: Hide Identity, Hide Version, Harden DNSSEC Data, Strict QNAME Minimisation.
Veiligheid: Rebind protection networks, Aggressive NSEC.

Prestaties: Prefetch DNS Key Support, Outgoing Range, Number of queries per thread.
Cache: Message Cache Size, RRset Cache Size, Maximum TTL for RRsets.

Logging: Zet logging zoveel mogelijk uit voor betere prestaties, maar log SERVFAIL als je
problemen wilt onderzoeken.

Door deze instellingen zorgvuldig af te stemmen, kun je de prestaties, privacy en veiligheid van je
DNS-resolutie optimaliseren.
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Setup os-ddclient for when
external IP address changes

Here's a step-by-step guide in English on how to configure os-ddclient in OPNsense to
automatically update your Cloudflare DNS records when your external IP address changes (e.g.,

from your ISP).

If you get the concept of this then you should be able to do this for DuckDNS or Dynu DNS or
one of the other options in a similar way.

Prerequisites

Before you begin:

e You need a Cloudflare account.

e You need a domain managed by Cloudflare.

e You should have your Cloudflare API token or API key (Token is preferred for security).
e os-ddclient must be installed and enabled in OPNsense ( System > Firmware > Plugins >

install os-ddclient ).

Step-by-step Configuration

1. Enable os-ddclient

Go to:

e Services > Dynamic DNS > Settings
e Check Enable
e Click Save

2. Add a Dynamic DNS Account
Go to:

e Services > Dynamic DNS > Accounts
e ClickJ Add



Now fill in the required fields:

General Settings

e Enabled: []

e Description: e.g., Cloudflare mydomain.com

e Service: cloudflare

Cloudflare API Credentials

You have two options: API Token (preferred) or Global API Key.

If you're using an API Token:

e Username: leave blank >>there are problem reported when this is filled in and you are
using the API key method.

e Password: paste your APl Token
e Make sure your API token has permission to:

o Zone: DNS - Edit
o Zone: Zone —» Read

| have made a new API token. When logged in on Cloudflare, go to the top right and click on Profile
. Then go to {} API Tokens and add a new token for "Edit zone DNS". Save the token on a safe

place.

CLOUDFLARE

< My Profile

[

Settings
O Authentication
{} APITokens

(O Active sessions

User API Tokens

API Tokens

Manage access and permissions for your accounts, sites, and products

Cloudflare recommends using account-owned tokens if you prefer credentials
that are not associated with users.

Token name Permissions

Edit zone DNS Zone.DNS

Edit zone DNS Zone.DNS
API Keys

Keys used to access Cloudflare APIs.

Global API Key

Origin CA Key

If you're using a Global API Key:

Q, Go to... Support ¥ + Add ¥
Create Token
Resources Status
All zones Active
All zones Active
Help p
Help»
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e Username / Email: your Cloudflare account email

e Password: your Global APl Key

The use of the Global API key for this is not recommended!

Hostname Details

e Wildcard: usually unchecked unless you want *.home.example.com updated too
e Zone: your domain name (e.g., example.com )

e Hostname(s): the DNS record(s) you want to update (e.g., home.example.com ) >>when

the same API key is used then you can add multiple domain names here.

IP Settings

e Check IP Method: Interface (or use Web for online IP detection)

e Interface to monitor: WAN

e Check ip timeout: 10 >> default value in minutes. Leave it as it is.

e Force SSL: [] (recommended)

Click Save, then Apply.

Edit Account

& advanced mode
© Enabled

© Description
O Service

® Username
® Password

O Wildcard
O Zone

© Hostnamels)

© Check ip method
@ Interface to monitor
@ Check ip timeout

® Force SSL

Cloudflare - ffuitleggen

Cloudflare

ffuitleggen.nl

‘ ffuitleggen.nl

© Clear All L!Eupy BB Paste [3) Text
Interface [IPv4]
WAN_ODIDO
15

fullhelp @&
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Test the Setup

1. After saving, go to the Services > Dynamic DNS > Log File .
2. Click Run now next to your entry to test it.
3. Check the log to see if the IP update succeeded.

Done!

Your OPNsense box will now monitor your WAN IP and automatically update your Cloudflare DNS
A or AAAA record whenever your public IP changes.



